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intensified the importance of regulating data governance, particularly in
relation to digital sovereignty and the protection of personal data.
However, significant differences persist among national legal
frameworks, creating regulatory gaps in cross-border data governance
and oversight mechanisms. This condition raises critical legal and policy
challenges, especially for developing countries such as Indonesia.
Objective: This study aims to analyze and compare the principles of
digital sovereignty and the right to personal data in Indonesia, the
European Union, and the United States, as well as to assess their legal
implications for national policy formulation in each jurisdiction.
Methods: This research employs a descriptive qualitative approach
using a comparative juridical method. A statutory approach is applied to
examine relevant laws and regulations, a comparative approach is used
to analyze differences in data governance frameworks across
jurisdictions, and a conceptual approach is employed to explore
theoretical perspectives on digital sovereignty and data rights.

Results: The findings indicate that Indonesia emphasizes state control
over data and the obligations of electronic system operators, the
European Union prioritizes comprehensive protection of data subjects’
rights through the General Data Protection Regulation, while the United
States adopts flexible, sectoral regulations oriented toward private
sector innovation. These differing paradigms result in variations in
oversight effectiveness, levels of data protection, and cross-border data
transfer mechanisms.

Conclusion: This study highlights the urgency for Indonesia to
strengthen regulatory harmonization, enhance institutional oversight
capacity, and develop equitable cross-border data transfer mechanisms
in order to reinforce digital sovereignty while aligning with
international data protection standards.
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Right to Data: A Comparative Study Between Indonesia, The European Union, and The United States. Journal of
Law and Social Politics, 3(2), 84-96. https://doi.org/10.59261/jlsp.v3i2.71

INTRODUCTION
Nearly every aspect of contemporary human life relies on the use and processing of data,
driven by the rapid development of information and communication technology (ICT). Activities
ranging from social communication and economic transactions to access to public services and
participation in digital platforms generate vast data footprints. This development presents
opportunities for governments to enhance service efficiency and stimulate the growth of the
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digital economy, while simultaneously posing serious challenges related to the management,
security, and protection of sensitive personal data that may be vulnerable to misuse. In this
context, the concept of digital sovereignty becomes increasingly relevant as it reflects a state’s
capacity to regulate, control, and safeguard data and digital infrastructure within its jurisdiction,
including cybersecurity regulation and oversight of cross-border data storage and transfers.
Consequently, digital sovereignty requires a legal and policy framework capable of balancing the
protection of personal data rights with the utilization of digital technologies for public service
delivery and economic development (Hummel et al., 2021).

The European Union has established itself as a global leader in data protection regulation
through the implementation of the General Data Protection Regulation (GDPR), which grants
comprehensive rights to data subjects and mandates strict compliance by businesses in the
collection, processing, storage, and cross-border transfer of data. This regulation sets high
protection standards by recognizing rights such as access, rectification, and erasure of personal
data, as well as imposing mandatory data breach notification requirements. In contrast, the United
States has adopted a more sectoral and adaptive regulatory approach through frameworks such
as the California Consumer Privacy Act (CCPA), resulting in varied levels of protection across
states and a fragmented data protection landscape. Meanwhile, Indonesia, as a developing country
with a rapidly expanding digital ecosystem, is constructing its legal framework through the
enactment of the Personal Data Protection Law (PDP Law) and regulations governing electronic
systems. Nevertheless, Indonesia continues to face challenges related to consistent
implementation, supervisory capacity, and harmonization with international standards.
Accordingly, a balanced policy strategy is required to protect personal data rights while fostering
innovation and development within the national digital sector (Houtan et al., 2020).

As technological advancement accelerates and the volume of personal data increases,
countries are confronted with the challenge of safeguarding individual data rights without
constraining digital economic growth. Differences in regulatory priorities and institutional
capacity have led Indonesia, the European Union, and the United States to adopt diverse
approaches to digital sovereignty and data protection. The European Union emphasizes strict
compliance and comprehensive protection through the GDPR, while the United States favors more
flexible, sector-based regulations. Indonesia, through the PDP Law and electronic system
regulations, continues to refine its evolving legal framework. These differing models generate
complex legal challenges, particularly concerning cross-border data transfers, regulatory
harmonization, and effective law enforcement. Consequently, a comprehensive comparative
analysis is necessary to identify best practices and regulatory gaps, providing a foundation for
contextual policy recommendations aimed at strengthening digital sovereignty and personal data
protection in Indonesia (Biihler et al., 2023).

Key issues addressed in this research include the effectiveness of regulatory frameworks
in protecting individual personal data rights, the digital sovereignty mechanisms implemented
across jurisdictions, and the degree of harmonization between national regulations and
international standards—particularly in relation to interoperability, data security, and the
obligations of cross-border electronic system operators (Calzada, 2021).

Recent studies indicate a global increase in personal data breaches, highlighting that the
implementation of privacy-by-design principles and early-stage data protection measures
remains insufficient. Despite the enactment of various regulatory frameworks, data management
practices across many sectors frequently fall short of adequate protection standards, maintaining
a high risk of data breaches. In Indonesia, (Fajri, 2023) identified inconsistent regulatory
enforcement and weak oversight of electronic system providers as major contributors to rising
data breaches in both public and private sectors, particularly as digital services increasingly
process sensitive citizen data. In contrast, international research demonstrates that the European
Union, through the GDPR, has significantly strengthened data subject rights, including rights to
access, rectification, and erasure, while requiring organizations to adopt stringent data protection
standards. However, GDPR implementation also presents challenges for international businesses,
especially regarding cross-border compliance, information technology system adaptation, and
international data transfer mechanisms (Bradford, 2020).
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The literature on digital sovereignty underscores the importance of regulating cross-
border data transfers, protecting national digital infrastructure, and maintaining control over
domestically stored and processed data to preserve national security in an era of digital
globalization. This concept encompasses legal and policy mechanisms enabling states to regulate,
monitor, and enforce data rights, as well as technical dimensions such as network security and
data center governance. The European Union has developed a comprehensive framework through
the GDPR to ensure uniform data control and protection of data subjects’ rights, while the United
States continues to favor a sectoral, market-oriented regulatory model that offers flexibility but
limits state control over data governance. In Indonesia, digital sovereignty initiatives are pursued
through the PDP Law and electronic system regulations; however, implementation challenges
persist, including limited oversight capacity, low stakeholder awareness, and discrepancies
between legal norms and operational practices. Consequently, a more integrated, capacity-based
national policy approach is necessary to enhance data protection effectiveness and reinforce
Indonesia’s digital sovereignty (Fabbrini & Celeste, 2020).

Research by (Putri, 2022) indicates that Indonesia is not yet fully prepared to implement
comprehensive data protection standards, particularly in the management of sensitive and cross-
sectoral data that require strong regulatory coordination and supervisory capacity. This condition
reflects a gap between legal norms—such as those embodied in the PDP Law—and their practical
implementation across public and private sectors. Furthermore, (Fajri, 2023) emphasizes that
weak implementation of privacy-by-design principles, which integrate data protection at the
system design stage, significantly contributes to the high risk of data breaches in Indonesia. As a
result, data governance practices remain largely reactive and administrative, increasing
vulnerability to data leaks, misuse, and unauthorized access. These findings underscore the
urgency of strengthening institutional oversight, enhancing data management competencies, and
consistently applying privacy-by-design principles to align Indonesia’s data protection regime
with global standards and to build public trust.

International studies by (Bradford, 2020) and (Kuner, 2021) reveal fundamental
differences between European Union and United States data protection regimes. The GDPR is
widely regarded as more effective in strengthening data subject rights, oversight mechanisms, and
cross-border regulatory harmonization, whereas U.S. regulations remain fragmented, sectoral,
and state-dependent. While the U.S. approach promotes market freedom and private sector
innovation, it often results in uneven data protection, whereas the EU ensures consistency
through uniform legal standards. Nonetheless, most existing studies focus on single jurisdictions
and lack comprehensive analysis of digital sovereignty principles and their cross-national policy
implications. This gap is particularly relevant for developing countries such as Indonesia, which
are actively shaping digital regulatory frameworks amid limited institutional capacity. Therefore,
a comparative study involving Indonesia, the European Union, and the United States is essential
to provide an empirical foundation for contextual policy formulation and to support alignment
with international standards without undermining digital sovereignty or citizens’ personal data
rights.

This study adopts a descriptive qualitative approach using a comparative juridical method
to analyze legal principles and regulatory frameworks related to digital sovereignty and data
rights in Indonesia, the European Union, and the United States. Through a statutory approach, the
study examines relevant laws and regulations, including Indonesia’s PDP Law and ITE Law, the
GDPR and associated EU regulations, and the CCPA alongside sectoral privacy regulations in the
United States. A comparative approach is employed to assess the implementation of data
sovereignty principles, national policy orientations, domestic data control mechanisms, and
cross-border data transfer regulations across the three jurisdictions. Additionally, a conceptual
approach is applied to analyze theoretical perspectives on digital sovereignty, cybersecurity, and
personal data rights, thereby constructing an integrated analytical framework that links legal,
policy, and practical dimensions. This approach facilitates the identification of best practices and
regulatory shortcomings and supports the formulation of context-sensitive policy
recommendations for strengthening digital sovereignty in Indonesia (Zichichi et al., 2022).
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The study aims to analyze and evaluate the impact of data sovereignty principles on the
development and implementation of national policies in Indonesia, the European Union, and the
United States, while comparing regulatory approaches to personal data protection across these
jurisdictions. Through comparative analysis, the study seeks to identify best practices and
regulatory gaps as a basis for developing policy recommendations to support Indonesia in
establishing an effective, equitable, and adaptive data protection framework that responds to
technological developments, safeguards digital sovereignty, protects personal data rights, and
remains aligned with international norms and standards.

METHOD

Types of Research

This study employs a descriptive qualitative approach combined with a comparative legal
method. Given that the research focuses on the legal analysis of laws and principles governing
digital sovereignty (data sovereignty) and personal data rights across different jurisdictions, as
well as their implications for national policy formulation, the comparative juridical method is
considered the most appropriate. Through this approach, legal phenomena, regulatory
frameworks, and implementation practices in Indonesia, the European Union, and the United
States are systematically described, explained, and analyzed in depth using qualitative legal
reasoning (Gravett, 2023).

Research Approach

This study is conducted using three main analytical approaches. First, the Statute Approach
examines and evaluates relevant legislation in each jurisdiction, including the Personal Data
Protection Law (PDP Law), the Electronic Information and Transactions Law (ITE Law), and
implementing regulations governing electronic systems in Indonesia; the General Data Protection
Regulation (GDPR), the Digital Services Act (DSA), and the e-Privacy Directive in the European
Union; as well as the California Consumer Privacy Act (CCPA), the Privacy Act, and federal
regulations related to data governance and cybersecurity in the United States. This approach aims
to identify the legal foundations of data regulation, control mechanisms, and the obligations
imposed on electronic system providers.

Second, the Comparative Approach is applied to analyze similarities and differences in the
implementation of digital sovereignty (data sovereignty) and personal data rights across the three
jurisdictions, with particular attention to domestic data control regimes, cross-border data
transfer regulations, and their influence on public, private, and national policymaking.

Third, the Conceptual Approach is used to construct an analytical framework by examining
theories and concepts related to digital sovereignty, the right to personal data, privacy, and
cybersecurity. This framework serves as the basis for linking legal principles with national
policies and practices, as well as for formulating contextual and applicable legal recommendations
for Indonesia (Adler-Nissen & Eggeling, 2024).

Sources and Types of Legal Materials

This research relies primarily on secondary data obtained from several categories of legal
and academic sources. The first category consists of primary legal materials, including statutory
laws and regulations such as the Personal Data Protection Law (PDP Law), the Electronic
Information and Transactions Law (ITE Law), the GDPR, the Digital Services Act (DSA), the
ePrivacy Directive, the California Consumer Privacy Act (CCPA), the Privacy Act, and other
supporting regulations related to digital sovereignty and personal data protection.

The second category comprises secondary legal materials in the form of academic literature,
including books, peer-reviewed journals, scientific articles, and research reports that discuss data
sovereignty, personal data rights, and digital governance frameworks across jurisdictions.

The third category includes international policy reports and official documents issued by
organizations such as the European Commission, UNCTAD, and the OECD, which provide
additional insights into regulatory implementation, institutional capacity, and the broader impact
of data protection policies on national governance. All these sources are examined
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comprehensively to ensure an in-depth understanding of the concepts, practices, and legal
implications of digital sovereignty and data rights at both national and international levels (Pins
etal, 2022).

Data Collection

Data collection in this study is conducted in several stages. The first stage involves library
research, focusing on the collection of relevant academic literature, statutory laws, and regulatory
documents. The second stage includes systematic searches of official government websites,
international organizations, and legal databases to obtain the most recent regulations, guidelines,
and policy reports related to digital sovereignty and personal data protection.

The third stage consists of secondary document analysis, in which selected materials are
reviewed and evaluated based on their relevance to the research objectives, including data
sovereignty principles, regulatory impacts on national policies, and legal implications that inform
policy recommendations. These stages are carried out in a structured and methodical manner to
ensure that the collected data are current, relevant, and sufficiently robust to support the
objectives of the study (Yun, 2025).

Data Analysis and Interpretation

Data analysis in this research is conducted through several qualitative, descriptive, and
comparative stages. The first stage involves data classification, in which laws, legal doctrines, and
academic literature are organized according to jurisdiction and thematic focus. The second stage
applies regulatory content analysis to identify legal principles, individual rights, the obligations of
electronic system operators, and oversight mechanisms embedded within the regulations.

The third stage consists of cross-jurisdictional comparison, assessing the strengths,
weaknesses, and similarities of each legal framework concerning digital sovereignty and personal
data protection. The fourth stage evaluates policy implications by examining how regulatory
frameworks influence the formulation, implementation, and supervision of data governance in
both public and private sectors. Finally, conclusions are drawn and policy recommendations are
formulated by identifying best practices relevant to the Indonesian context and proposing feasible
regulatory improvements (Obendiek, 2022).

Data Validity

To ensure the credibility, accuracy, and consistency of the analysis, several data validity
techniques are applied. First, data source triangulation is conducted by comparing information
derived from statutory regulations, academic publications, and official institutional reports.
Second, regulatory cross-checking is performed to assess consistency between legal texts,
implementation guidelines, and independent evaluations published by oversight bodies or
academic sources.

Third, the validity of the analysis is reinforced through academic referencing and peer-
reviewed literature, ensuring that conclusions are grounded in previously verified and reputable
scholarly work. These combined strategies strengthen the reliability of the findings and support
conclusions drawn from credible and authoritative sources (Kukutai, 2023).

RESULTS AND DISCUSSION

Result

To systematically examine differences in the application of data sovereignty principles
across jurisdictions, a comparative overview of Indonesia, the European Union, and the United
States is required. Each jurisdiction adopts a distinct regulatory orientation in governing data
management, protecting data subject rights, and regulating cross-border data transfers. Table 1
presents a comparative analysis of data sovereignty principles and their practical implementation
in the three jurisdictions, providing a foundational basis for the subsequent legal and policy
discussion.
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Tabel 1. Comparison of Data Sovereignty Principles Between Countries

Country Data Sovereignty Principles Implementation Explanation
The PDP Law stipulates that personal data must
Local data protection, the be processed in accordance with regulations,
obligation  of  electronic under the supervision of the PDP Authority.
Indonesia  system organizerstostoreand Cross-border data transfer policies are
process data in the territory of  regulated through special permits, but
Indonesia implementation remains limited and oversight
is suboptimal.
The GDPR establishes the rights of access,
N . rectification, and erasure of data; cross-border
Data localization, data subject
European . data transfers are regulated through adequacy
) rights, cross-border data .
Union control decisions or standard contractual clauses; and
oversight is carried out through Data Protection
Authorities (DPAs) in each member country.
The CCPA and the Privacy Act emphasize
. Sectoral approach, regulatory  consumer rights and corporate responsibilities,
United s ) . .
States flexibility, data ownership by = but there is no comprehensive federal rule;

individuals and companies

regulations vary from state to state; and cross-

border data transfers are relatively flexible.

source: processed data

Based on table 1, although Indonesia's data sovereignty principles place a strong emphasis
on domestic data storage and cross-border transfer laws, implementation is still hampered by
oversight and resource limitations. While the US places more emphasis on data ownership and
private sector flexibility, which leads to laxer digital sovereignty principles, the EU places more
emphasis on safeguarding data subjects' rights through stringent legal mechanisms. These
variations reflect differing policy trade-offs between state control, individual rights protection,
and digital innovation.

Beyond regulatory frameworks, data sovereignty principles significantly shape national
policy directions in areas such as electronic system governance, digital public services, and data-
driven economic development. To assess these policy-level impacts, Table 2 compares how data
sovereignty principles influence national policy formulation and implementation across
Indonesia, the European Union, and the United States.

Tabel 2. Impact on National Policy

Impact on National

Country Policy Implementation
Data regulations influence = The PDP Law impacts local cloud regulations, e-
the policies for organizing government, and data security obligations for
Indonesia  electronic systems, both in  companies; some policies still need to be
the public and private harmonized with the GDPR for international
sectors. integration.
Strict regulations =~ Member states implement national regulations
European encourage the formation of in accordance with the GDPR, establish
Union national policies in line  supervisory bodies, and align cross-border data
with GDPR transfer mechanisms with EU standards.
. . Financial, healthcare, and consumer sectors are
. National  policies are . . . .
United flexible emphasizing regulated differently; national oversight is
States ’ fragmented, but provides flexibility for business

sector-specific compliance. . .
Innovation.

source: processed data
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Table 2 illustrates that national policy trajectories are closely linked to the underlying data
sovereignty models adopted by each jurisdiction. Indonesia utilizes data regulation as a tool to
strengthen national digital governance, although further harmonization with international
standards remains necessary. The European Union demonstrates high policy coherence through
the uniform application of the GDPR, ensuring legal certainty and regulatory consistency.
Conversely, the United States maintains fragmented yet flexible policies that support sectoral
innovation but result in uneven data protection standards.

In addition to shaping regulatory and policy frameworks, data sovereignty principles
generate distinct legal implications and necessitate tailored policy responses. To capture these
dimensions, Table 3 presents a comparative overview of the legal implications and corresponding
policy recommendations in Indonesia, the European Union, and the United States.

Tabel 3. Legal Implications and Policy Recommendations

Country Legal Implications Policy Recommendations

Enhance the PDP Authority's oversight
capacity, strengthen cross-border data
transfer mechanisms, and align regulations
with international practices.

Personal data protection is
Indonesia  stronger, but implementation
is still limited.

Maintaining a balance between data
protection and  business  innovation;
expanding standard contractual clauses
mechanisms to facilitate cross-border data
trade.

Strict compliance increases
European individual protection, poses
Union challenges for foreign
companies

Develop comprehensive federal regulations to

Flexible regulations allow for protect personal data without hindering

United innovation, but subject data

. : private  sector  flexibility;  encourage
States protection is less . : . )
. interoperability with international
comprehensive. .
regulations.

source: processed data

As summarized in Table 3, each jurisdiction faces distinct legal consequences arising from
its approach to data sovereignty. Although there is already legal protection in Indonesia,
international oversight and harmonization must be reinforced. Strong legal protections and an
efficient oversight system are provided by the European Union, but this presents compliance
issues for multinational corporations. Although business innovation is encouraged by the United
States' greater flexibility, individual legal protection is not as extensive. International best
practices are adapted to the Indonesian context in order to create policy recommendations that
strike a balance between the protection of data rights and the efficacy of regulations.

Discussion
Comparison of Data Sovereignty Principles Between Countries

The research findings indicate that the principle of data sovereignty is implemented
differently in Indonesia, the European Union, and the United States, reflecting each jurisdiction’s
policy orientation and digital governance model (Holfelder et al, 2022). In Indonesia, the
strengthening of state control over digital data is reflected in the Electronic Information and
Transactions Law (ITE Law) and the Personal Data Protection Law (PDP Law), both of which
emphasize obligations related to domestic data processing and storage. This regulatory orientation
aims to safeguard national security and protect citizens’ sensitive data from the risks associated
with cross-border data leakage (Mackinnon, 2022). These findings are consistent with (Putri,
2022), who argues that reinforcing digital sovereignty constitutes a strategic necessity for Indonesia
amid the intensification of global digital activities (Janardhanan & Mas-Machuca, 2022).

However, the effective implementation of data sovereignty principles in Indonesia continues
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to face substantial challenges. Although the Personal Data Protection Law mandates lawful, secure,
and consent-based data processing, empirical practices demonstrate weak oversight and limited
compliance among electronic system operators. Fajri (2023) highlights that insufficient supervisory
capacity, low levels of business awareness, and the suboptimal application of security standards
contribute significantly to the persistent occurrence of data breaches (Lee et al., 2020). This
condition suggests that data sovereignty in Indonesia remains largely normative and has yet to be
fully realized in substantive practice, thereby necessitating stronger audit mechanisms, clearer
sanctions, and enhanced institutional capacity (Twigt, 2024).

In contrast to Indonesia, the European Union implements data sovereignty through an
integrated and highly stringent legal framework centered on the General Data Protection Regulation
(GDPR), which positions the protection of data subjects’ rights as a fundamental pillar. The GDPR
not only governs data collection and processing activities but also grants individuals extensive
control through rights of access, rectification, restriction, and erasure. Moreover, the regulation of
cross-border data transfers through adequacy decisions and standard contractual clauses ensures
that the personal data of EU citizens remains subject to uniformly high protection standards. These
findings align with (Bradford, 2020), who characterizes the GDPR as the most comprehensive global
model for enforcing digital sovereignty and facilitating cross-jurisdictional compliance (Celeste &
Fabbrini, 2021).

The robustness of the European Union’s approach is further reinforced by the application of
the principles of privacy by design and privacy by default, which require the integration of data
protection considerations from the earliest stages of system development. This regulatory
requirement significantly enhances internal privacy governance and reduces the risk of data misuse
(Kuner, 2021). By comparison, the United States adopts a sectoral regulatory framework through
instruments such as the California Consumer Privacy Act (CCPA) and industry-specific regulations,
offering considerable flexibility for private-sector innovation. While this model promotes digital
economic growth, the absence of a unified federal data protection standard results in regulatory
fragmentation, uneven levels of protection, and legal uncertainty for organizations operating across
state boundaries, as noted by (Bradford, 2020).

Comparative analysis of these three jurisdictions demonstrates that each model of data
sovereignty reflects a distinct policy choice balancing state control, individual rights protection, and
innovation flexibility (Cordes et al, 2024). Indonesia emphasizes domestic data control, the
European Union prioritizes harmonization and strong data subject rights, and the United States
favors market-driven flexibility (Calzada, 2023). These findings underscore the importance for
Indonesia of strengthening its digital sovereignty framework while aligning with global standards—
particularly those embodied in the GDPR—without undermining national interests (Kuenzler,
2021). This conclusion is consistent with the recommendations of Putri (2022) and Fajri (2023),
both of whom emphasize the urgency of legal reform, enhanced oversight mechanisms, and
strengthened institutional capacity to ensure effective data protection within an increasingly
interconnected global digital ecosystem.

Impact on National Policy

The implementation of the principle of data sovereignty in Indonesia has had a significant
influence on the direction of national policy, particularly in strengthening data security, regulating
electronic systems, and managing domestic cloud services (Luzsa et al,, 2022). The affirmation that
citizens’ data must be managed within national jurisdiction has encouraged the government to
develop strategic digital infrastructure, including the establishment of a national data center and the
enhancement of cybersecurity standards (Adelson & Mickelson, 2022). This policy direction is also
closely aligned with the government’s digital transformation agenda, encompassing e-government
initiatives and the digitization of public services. Consistent with the findings of Fajri (2023), the
reinforcement of data sovereignty is viewed as a prerequisite for building a secure, independent,
and accountable digital ecosystem, while simultaneously strengthening the state’s capacity to
manage digital risks and deliver reliable technology-based public services.

The Personal Data Protection Law (PDP Law) was formulated as a key instrument for
harmonizing national policies by establishing uniform principles, procedures, and standards for
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data processing that must be observed by all electronic system operators in both the public and
private sectors (Meireles, 2024). Nevertheless, various studies indicate that the implementation of
this policy continues to face structural challenges, particularly in relation to limited technical
guidelines, inadequate supporting infrastructure, and insufficient institutional capacity at both the
central and regional levels. Divergent standards and operational practices across institutions have
resulted in inconsistent application of data protection measures, thereby preventing the objective
of harmonization from being fully realized (J. Gstrein, 2023). This condition highlights the urgent
need to strengthen cross-institutional coordination and enhance institutional capacity to ensure the
effective implementation of data sovereignty policies.

In contrast, the European Union demonstrates a higher degree of policy consistency through
the implementation of the General Data Protection Regulation (GDPR), which obliges all member
states to align their national legislation with uniform regional standards (Egbert & Ulbricht, 2024).
This harmonized framework provides legal certainty in data protection, particularly with respect to
cross-border data transfers and the fulfillment of data subjects’ rights. According to (Bradford,
2020), the existence of a single regulatory standard enhances business compliance and facilitates
effective oversight by data protection authorities. Moreover, the establishment of independent
supervisory authorities in each member state, supported by clear sanctions mechanisms and
accessible complaint procedures, strengthens law enforcement effectiveness and ensures equal
protection of individual rights across the European Union (Gao, 2023).

The United States adopts a markedly different approach through sectoral and state-based
regulations, such as the California Consumer Privacy Act (CCPA), which affords substantial flexibility
for industry sectors to innovate (Islam et al., 2024). However, this regulatory model also results in
fragmented data protection policies and non-uniform standards at the national level. (Kuner, 2021)
emphasizes that regulatory disparities across sectors and states complicate compliance efforts and
undermine consistency in data protection practices. Consequently, while the U.S. model supports
digital economic growth and technological innovation, the level of data protection remains more
varied and relatively less stringent compared to the European Union’s integrated framework
(Makanadar, 2024).

These differences in policy approaches demonstrate that the principle of data sovereignty
directly affects the effectiveness of data protection regimes, cross-border interoperability, and the
overall competitiveness of national digital ecosystems (Wenzelburger & Konig, 2025). Indonesia
occupies a strategic position in balancing the reinforcement of digital sovereignty with the need for
global regulatory harmonization, particularly in the context of international cooperation and cross-
border data exchange. In line with the recommendations of Putri (2022) and Fajri (2023), Indonesia
must strengthen the capacity of oversight institutions, improve cross-sectoral coordination, and
selectively adopt relevant international best practices without relinquishing state control over
citizens’ data. Such an approach would enable Indonesia to develop a data sovereignty policy that is
adaptive, competitive, and firmly committed to the protection of individual rights amid the evolving
dynamics of the global digital ecosystem.

Legal Implications and Policy Recommendations

The implementation of the principle of data sovereignty in Indonesia through the Personal
Data Protection Law (PDP Law) has generated significant legal implications by strengthening the
national framework for personal data protection (Der Sylvestre Sidibe & Dhouib, 2024). The PDP
Law establishes a more structured legal foundation for digital data governance, encompassing data
collection, processing, storage, and destruction. However, as noted by Putri (2022), this regulatory
advancement has not yet been fully matched by implementation readiness, particularly with regard
to supervisory capacity, inter-institutional coordination, and the technical capabilities of the PDP
Authority. In addition, limited public awareness of personal data rights constrains effective law
enforcement, rendering the success of digital sovereignty highly dependent on institutional
strengthening and sustained public education initiatives (Sun et al.,, 2024).

From the European Union’s perspective, the implementation of the General Data Protection
Regulation (GDPR) demonstrates that the principle of data sovereignty can function effectively
when supported by comprehensive protection standards, robust oversight mechanisms, and cross-
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jurisdictional regulatory harmonization (Graessler et al., 2024). The GDPR not only reinforces the
position of individuals as data subjects through the recognition of fundamental rights, but also
compels all entities including multinational corporations to adapt their internal policies and
technological systems. According to Bradford (2020), the effectiveness of the GDPR is largely
determined by the presence of independent supervisory authorities capable of coordinating across
jurisdictions and consistently enforcing sanctions. This regulatory model illustrates how data
sovereignty can be upheld without obstructing international data flows through legal instruments
such as standard contractual clauses and adequacy decisions (Naik & Jenkins, 2022).

In contrast, the United States adopts a more flexible and sectoral regulatory approach, which
results in distinct legal consequences (Toki, 2024). The absence of a uniform federal data protection
standard allows significant space for private sector innovation, but simultaneously leads to
fragmented protection of individual rights. Kuner (2021) emphasizes that regulatory disparities
across sectors and states generate legal uncertainty and create gaps in data protection.
Consequently, while the U.S. model supports a dynamic and innovation-driven digital economy, the
overall level of data protection remains uneven and comparatively weaker than the European
Union’s integrated regulatory framework (Catanzariti, 2024).

The comparative findings indicate that each jurisdiction must navigate a balance among
three core interests: state control over data flows, the protection of individual rights, and the
facilitation of private sector innovation (Wylde, 2023). For Indonesia, which is undergoing rapid
digital transformation, the establishment of legal certainty and an adaptive regulatory ecosystem is
particularly critical. Accordingly, Indonesia should strengthen oversight mechanisms under the PDP
Law, enhance the institutional capacity of the Data Protection Authority, and develop clear technical
guidelines governing data security, cross-border data transfers, and cloud computing services
(Sharma & Aggarwal, 2024). These measures are consistent with the findings of Fajri (2023), who
highlights the importance of public education and improved digital legal literacy as essential
prerequisites for effective data protection.

As a policy recommendation, Indonesia should adopt a hybrid regulatory approach that
integrates the stringent protection standards of the European Union with the innovation-oriented
flexibility characteristic of the United States. Harmonization with international norms such as the
GDPR is essential to enhance global interoperability, yet it must be pursued without undermining
national digital sovereignty or the strategic interests of data-driven economic development (Haq et
al, 2023). Strengthening independent supervisory authorities, formulating comprehensive
technical standards, and actively involving the private sector in policy development can contribute
to balanced and sustainable data governance. By selectively adopting best practices from both
regulatory models, Indonesia has the opportunity to establish a responsive and competitive data
sovereignty framework that effectively safeguards individual rights amid the evolving dynamics of
the global digital ecosystem.

CONCLUSION

The application of the principles of digital sovereignty and the right to personal data
reveals significant differences among Indonesia, the European Union, and the United States.
Indonesia prioritizes domestic control over data and emphasizes the obligations of electronic
system providers, the European Union places data subject rights at the core of regulation through
the strict and harmonized cross-border implementation of the General Data Protection Regulation
(GDPR), while the United States adopts a flexible, sectoral regulatory approach that strongly
supports private sector innovation. These differing regulatory orientations directly shape
national policy outcomes: the European Union has been relatively successful in establishing
uniform and consistent data protection standards, the United States offers regulatory flexibility
with varying levels of protection across sectors and states, and Indonesia continues to face
challenges related to effective implementation and alignment with international standards.

The legal implications of these findings highlight the importance of strengthening
oversight capacity, enhancing regulatory harmonization, and developing secure and reliable
cross-border data transfer mechanisms. Within this context, Indonesia may draw on best
practices from the European Union in reinforcing data subject rights, supervisory authority
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independence, and enforcement mechanisms, while simultaneously adopting aspects of the
United States’ regulatory flexibility to foster digital innovation and economic growth. Such a
balanced approach would allow Indonesia to strengthen its digital sovereignty without
constraining the development of its national digital economy.

This research is distinguished by its integrated comparative analysis of regulatory
frameworks, implementation practices, and the conceptual foundations of digital sovereignty.
Nevertheless, the study is limited by its normative orientation and reliance on secondary data
sources. Despite these limitations, the findings remain highly relevant as a foundation for the
formulation of national data governance policies, the development of operational guidelines for
both public and private sectors, and the enrichment of academic discourse for future research on
digital sovereignty and personal data protection.
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